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Safety 

!  “Freedom from accidents or loss” [Leveson, Safeware, 
p. 181] 
!  An absolute definition 

!  “a thing is safe if the risk associated with it is judged to 
be acceptable” [William Lowrance, via Disaster Cast, 
Episode 1] 
!  Predicated on “acceptable risk” 

!  “a property of a system that it will not endanger human 
life or the environment” [Storey, p. 2] 
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Assessment / Discussion 
!  According the Leveson definition, can an airplane be 

said to be “safe”? 
!  Should engineering definitions be “malleable” in the 

sense that they depend on subjective interpretation 
(e.g., “acceptable risk”) [Levenson, p. 181]  

!  Does adopting the definition of “acceptable risk” 
potentially lead to “giving up too early” on the 
mitigation of some hazards? [Levenson, p. 182]  
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Spend some time reviewing these definitions, and the original 
sources.  What is the motivation / rationale that might lead the 
authors to propose different definitions? 



Accident 

!  “undesired and unplanned (but not necessarily unexpected) event 
that results in (at least) a specified level of loss”  [Leveson, 
Safeware, p. 175] 
!  Note the difference in usage between natural language (“accident” 

typically implies “unforeseen”) and the engineering definition above 
!  specified level of loss -- implies that there must be some type of 

damage to life, property, or environment. 
!  The loss must be specifiable (precisely described), yet “specified level” 

allows subjectivity and customization to a context  
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Accident 

!  A1. Humans or human assets on earth are killed or damaged.  
!  A2. Humans or human assets off the earth are killed or damaged. 
!  A3. Organisms on any of the moons of the outer planet (if they exist) are 

killed or mutated by biological agents of Earth origin. 
!  Rationale: such an accident could have catastrophic effects on any biological agents 

indigenous to the icy outer planet moon. 

!  A4. The scientific data corresponding to the mission goals is not collected. 
!  A5. The scientific data corresponding to the mission goals is rendered 

unusable (e.g., deleted or corrupted) before it can be fully investigated. 
!  A7. An incident during this mission directly causes another mission to fail to 

collect, return, or use the scientific data corresponding to its mission goals. 
!  Rationale: It is possible for this mission to interfere with the completion of other missions 

through denying the other missions access to the space exploration infrastructure…   

CIS 890 -- Safety Related Terminology 

An accident need not involve loss of life, but it does result in some loss that is 
unacceptable to the stakeholder [Leveson, Safer World, p. 181]  Consider 
some examples of accidents from the design of a space craft used to study 
the icy moon of an outer planet… 

See completion of this example and a similar accident list for a component of a space shuttle mission in [Leveson, Safer World, p. 132-183]. 



Accident 

!  Level 1: 
!  A1-1: Loss of the orbiter and crew (e.g., inadequate thermal protection) 
!  A1-2: Loss of life or serious injury in the processing facility 

!  Level 2: 
!  A2-1: Damage to the orbiter or to objects in the processing facility that results in the delay 

of a launch or in a loss greater than X dollars 
!  A2-2: Injury to humans requiring hospitalization or medical attention and leading to long-

term or permanent physical effects 

!  Level 3: 
!  Minor human injury (does not require medical attention or requires only minimal 

intervention and does not lead to long-term or permanent physical effects).  
!  Damage to orbiter that does not result in a delay of a launch or a loss of greater than X 

dollars. 
!  Damage to objects in the processing facility (both on floor or suspended) that does not 

result in a delay of a launch or a loss of greater than X dollars. 
!  Damage to the mobile robot. 
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Prioritizing or assigning a level of severity/criticality to the identified losses may 
be useful when tradeoffs among goals are required in the design process. 
[Leveson, Safer World, p. 182]  Consider an example of an industrial robot to 
service thermal tiles on the Space Shuttle 

 [Leveson, Safer World, p. 182-183]. 



Accident – Harm as an Alternate Term 

!  HARM –  
!  physical injury or damage to the health of people, or damage to 

property or the environment [ISO/IEC Guide 51:1999, definition 3.3 – 
taken from ISO 14971]   

!  physical injury or damage to the health of people, or damage to 
property or the environment, or reduction in EFFECTIVENESS, or 
breach of DATA AND SYSTEMS SECURITY [SOURCE: IEC 
80001-1:2010, definition 2.8] 
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Standards in the medical domain use the term “harm” as the top-level driver of 
the safety assessment process instead of “accident”/”loss” 

Examples of harm in the medical domain (taken from ISO 14971 Table E.3) 
!  Heart defibrillator – serious burns, heart defibrillation, death to operator or 

patient 
!  Anesthesia – bacterial infection to patient (e.g., from unclean tubing) 
!  Radiation therapy – radiation damage to healthy tissue of patient or 

operator 
!  Analgesic Infusion – reduced respiratory function of patient (e.g., from 

excessive infusion of opioid) 



Accident – Mishap as an Alternate Term 

!  Mishap -- An event or series of events resulting in 
unintentional death, injury, occupational illness, damage 
to or loss of equipment or property, or damage to the 
environment. For the purposes of this Standard, the term 
“mishap” includes negative environmental impacts from 
planned events. [MIL STD 882E] 
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Standards in the military domain the term “mishap” as the top-level driver of the 
safety assessment process instead of “accident” 



Summary – Safety Evaluation Step 

!  What precisely is the environment entity that is being degraded or damaged? 
!  Have I specifically identified the damage (how the entity’s material, function, quality, 

or worth is degraded)? 
!  Do stakeholders care about this damage? 
!  What is the level or degree of loss that should be avoided? 
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Declare the notions of harm/loss that stakeholders of the system want to guard 
against 

!  In general, harm/loss is damage or degradation to some entity in the system’s 
environment 

Questions to ask to hone your declarations… 

Why is this important / relevant?  How will the information be used subsequently? 

!  Notions of loss are the root pieces of information that help us identify what it means 
for a specific system to be safe. 

!  We will subsequently try to identify situations that can cause declared loss and 
implement ways to avoid them (by engineering the situation in a certain way, or by 
giving instructions/assumptions on use) 
!  …and/or we will explicitly declare what notions of loss are still possible after our 

system is completed  



For You To Do… 

!  Construct an accident/loss/harm list for the Isolette.  If you wish, you may 
consider prioritizing or assigning a level of severity. 
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What might be a reasonable examples of harm/accident for the Isolette? 



Objects of potential loss 
in system environment 

Hazards – Boundary Causes of Harm 
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Now that we have identified the harms/loss that we want to avoid (this defines 
“safety” for the system), we need to identify hazards -- interactions of the 
system with its environment that could lead to harm. 

Harm 

Harm Harm 

Harm 

System 

System state or event 
observable to the 
environment 

Potential interaction 
leading to harm 



Hazard 

!  “state or set of conditions of a system (or an object) that, together 
with other conditions in the environment of the system, will lead 
inevitably to an accident (loss event)” [Leveson, Safeware, p. 177] 

!  “state or set of conditions of a system (or an object) that, together 
with a particular set of worst-case environment conditions, will lead 
to an accident (loss event)” [Leveson, Safer World, p. 467] 

!  In safety engineering, hazards are our basic unit of management. 
We try to think of all of the hazards that are theoretically possible, 
and then design a system where they are, if not impossible, then at 
least very unlikely. [Disaster Cast, Episode 1] 

To prevent accidents (harm/loss) (and thus to achieve safety), the system 
designer needs to identify and address the precursors of accidents – which are 
referred to as “hazards” 
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Leveson notes that hazards may be defined in terms of events or in terms of conditions.  The only difference is that events are limited in time, 
while the conditions caused by the event persist over time until another event changes the prevailing conditions.  For different purposes, one 
choice might be advantageous over another. [Leveson, Safer World, p. 184] 



States vs. Events 

!  A particular configuration of a 
system (+environment) 
including the current values of 
system’s memory, resources 

!  Intuition – “a snapshot” 
!  Example (simplified situations) 

!  A program’s execution state 
consists of the values of all of its 
variables together with the 
program counter) 

!  A transition from one state to 
another, or something of 
particular interest that causes 
a transition from one state to 
another 

!  Examples (simplified 
situations) 

!  A relay opens or closes 
!  An interrupt occurs 
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State Event 

On Off 
(press 
power 
button) 

States 

Event 

In the Disaster Cast example, the hazard was a state (two traffic 
signals green at the same time).  The accident was an event (the 

point in time where the two cars crashed together) 



States vs. Events 
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http://www.ni.com/white-paper/6194/en/ 

States 

Events 



Not an Accident, but an Incident 

!  Incident (aka near miss) -- an event that involves no 
loss (or only minor loss) but with the potential for loss 
under different circumstances. [Leveson, Safeware, p. 
176] 

!  “If someone almost got hurt, but escaped through good 
luck, we call it an incident.” [Disaster Cast, Episode 1] 
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Domains such as avionics (which tends to influence Leveson’s definitions) use 
the term incident to complement the discussion of accidents 



Accident vs. Incident 

!  For example, if I’m designing a set of traffic lights, I might worry 
about the lights being green in both directions. So I’ll say that it’s a 
hazard for both sets of lights to be green at once.  

!  I’ll design my lights to make the chance of this happening as small 
as possible. If I get my design wrong, and the hazard actually 
happens, that’s an incident.  

!  If two cars crash as a result, that’s an accident. 
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Disaster Cast – Intuition… 



Accident vs. Incident 

!  “The air in the Isolette got too hot” 
!  “The Isolette was knocked on its side while 

moving a new born infant in another Isolette 
into the neonatal ward” 

!  “The air temperature in the Isolette was below 
the configured limits for five minutes and no 
alarm sounded” 

!  “The air temperature in the Isolette got too hot 
and melted the casing of the enclosure 
rendering the Isolette inoperable” 
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Which of the following is an accident and which is an incident?  In each case, list 
additional information that may be needed to make a determination. 



Hazard 

!  Sometimes, hazards are defined as something that “has potential to 
do harm”, or that “can lead to an accident”.  The problem with this 
definition is that most every system state has the potential to do 
harm or can lead to an accident 

!  An airplane that is in the air is in a hazardous state according to this definition. 

!  For practical reasons, the definition should preclude states that the 
system must normally be in to accomplish the mission. 

!  Remember, a design goal in safety engineering is to “design away” hazardous 
states. 

!  By limiting the definition to states that the system should never be 
in, the designer has greater freedom and ability to design hazards 
out of the system. 

!  E.g., For air traffic control, the appropriate hazard would not be two planes in 
the air, but rather two planes that violate minimum separation standards. 

Additional thoughts from Leveson [Leveson, Safer World, p. 184] 
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Hazard 

!  Release of toxic chemicals or explosive energy will cause a loss only 
if there are people or structures in the vicinity. 

!  Weather conditions may affect whether a loss occurs in the case of 
a toxic release. 

!  If the appropriate environmental conditions do not exist, then there 
is no loss and, by definition, no accident (i.e., there is only an 
incident). 

Additional thoughts from Leveson [Leveson, Safer World, p. 185] 
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Hazard + Environmental Conditions => Accident (loss) 

Example/Discussion… 

Note that when a hazard is defined as an event, then hazards and incidents are identical 



Hazard 

!  A hazard is compromised of the following three 
components, each of which must be present in order for 
the hazard to exist 
!  Hazardous Element (HE) – The basic hazardous resource creating 

the impetus for the hazard, e.g., electric shock, explosives being 
used in the system, a harmful chemical, kinetic energy, etc. 

!  Initiating Mechanism (IM) – The trigger or initiating event(s) (or 
states) causing the hazard to occur.   This is the mechanism that 
causes actualization of the hazard from a dormant state to an 
actual mishap. 

!  Target and Threat (T/T) – Person or thing that is vulnerable to 
injury or damage, along with the specific threat (harm) to the 
person/thing. 
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Additional thoughts from Ericson  
[Ericson, Hazard Analysis Techniques for System Safety, p. 452] 



Hazard Triangle 
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Ericson’s tripartite notion of hazard can be visualized as a triangle 

Hazardous 
Element 

Initiating  
Mechanism 

Target / 
Threat 

Hazard All three sides of the 
triangle are necessary 
in order for a hazard 
to exist. 

Remove any one of 
the triangle sides and 
the hazard is 
eliminated because it 
is no longer able to 
produce a mishap (i.e., 
the triangle is 
incomplete) 

Example Hazard: Heating element of the 
Isolette continues to increase air temperature 
after reaching high-bound of temperature – to 
the extent that the infant’s body/health is 
damaged to due excessive heat. 

Target 
(environment 
entity) 

Threat 

Hazardous 
Element (i.e., 
excessive 
temperature) 

Initiating 
Mechanism 



Hazard Causal Factor Model 
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Expanding Ericson’s notion of hazard to include different notions of hazardous 
element (HE), initiating mechanism (IM), and Target/Threat (TT) 

From Popovic and Vasic, “Review of Hazard Analysis 
Methods and Their Basic Characteristics”, FME 
Transactions (2008) 36, 181-187 



And now for something completely 
different… 
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Consider the following concepts.  What relationships do you 
see with what we have discussed to this point? 



For You To Do… 

!  Construct a hazard list for the Isolette.  Trace each hazard to the notion of 
harm defined in the previous step.  For each hazard, clearly indicate the 
target/threat, initiating mechanism, and hazardous element 
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What might be reasonable examples of hazard for the Isolette? 



Hazards and Design Constraints 

CIS 890 -- Safety Related Terminology 

Our goal is to “design away” hazards to as large an extent as possible.  Accordingly, each hazard 
typically imposes one or more safety design constraints.  Consider an automated door system that is 
part of a train control system [Leveson, Safer World, pp. 190-192] 



Hazard Characteristics 

!  Severity -- the worst possible accident (harm) that could result from the 
hazard given the environment in its most unfavorable state 

!  Likelihood of occurrence of the accident (harm) 
!  Sometimes likelihood is stated quantitatively (as a probability), but many people 

view this as problematic (see Disaster Cast -- Episode 37)  
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A hazard has two important characteristics… 

Risk -- combination of the likelihood of occurrence of harm and the 
severity of that harm ISO/IEC Guide 51:1999, definition 3.2] 

!  Risk is one way to measure the safety deficit of a system, i.e., the degree to which 
the system falls short of absolute safety 

!  In practice, risk is most often used as a means of ranking/prioritizing hazards to 
determine where resources should be focused when engineering the system for 
safety  

!  The notion of risk is imperfect 
!  Likelihood, in particular, is often hard to determine 
!  Many approaches to combining severity and likelihood (esp. quantitative approaches) do 

not have a sound scientific basis. 



Hazard Triangle 
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Ericson’s relationship of a hazard to risk 

Hazardous 
Element 

Initiating  
Mechanism 

Target / 
Threat 

Hazard 
Probability 

Severity 
Outcome 

Mishap 
Risk 



For You To Do 

!  (S1) Reduce the probability of the IM 
triangle side and the mishap probability is 
reduced. 

!  (S2) Reduce an element in the HE or the 
T/T side of the triangle and the mishap 
severity is reduced. 
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Consider Ericson’s triangle visualization of hazard.  The following statements are 
made by Ericson in support of his definition.  Critique these statements and give 
examples to support your critique. 



Ranking Severity 
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From MIL-STD-882E 



Ranking Likelihood/Probability 
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From MIL-STD-882E 



Risk Rankings 
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From MIL-STD-882E 

In MIL-STD-882E, assessed risks are expressed as a Risk Assessment Code (RAC) which is a combination of one severity 
category and one probability level. For example, a RAC of 1A is the combination of a Catastrophic severity category and a 
Frequent probability level. Table III assigns a risk level of High, Serious, Medium, or Low for each RAC.  



Hazard Levels 

CIS 890 -- Safety Related Terminology http://www.safeware-eng.com/White_Papers/Preliminary%20Hazard%20Analysis.htm 

Hazard Levels can help organize safety strategy… 



Risk Mitigation Measures 

1.  Eliminate hazard through design selection 
2.  Control hazard through design methods 
3.  Control hazard through safety devices 
4.  Control hazard through warning devices 
5.  Control hazard through procedures and training 
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From Ericson, p. 277, MIL STD 882E 

Give examples for each of the above – in terms of Isolette, plus one other example.  

Potential risk mitigation(s) shall be identified, and the expected risk reduction(s) of the alternative(s) shall be 
estimated and documented in the HTS. The goal should always be to eliminate the hazard if possible. When a hazard 
cannot be eliminated, the associated risk should be reduced to the lowest acceptable level within the constraints of 
cost, schedule, and performance by applying the system safety design order of precedence. The system safety 
design order of precedence identifies alternative mitigation approaches and lists them in order of decreasing 
effectiveness.  (MIL STD 882E) 



Hazard Tracking 

!  HTS – Hazard Tracking System (MIL STD 
882) 

!  Risk Management File -- 14971 
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Hazard Causes – Related Terminology 

!  What “caused” [philosophically challenging!] the hazard? 
!  The heating element continued to heat, but was the heater broken, was the thermostat 

programmed incorrectly, did the sensor break and report wrong values? 

!  When something “went wrong” how were the effects of “going wrong” 
manifested in the system? 

!  Were sensor values in correct? Were control commands to the heater incorrect? 

!  In situations leading to the hazard, which components did not perform 
according to their specifications? 

!  If the thermostat did not shut off the heater, but it did not take action because the value 
that the sensor reported for the temperature was wrong, did it still “work correctly”? 

!  If the temperature sensor reported a value of 101.1 degrees but the real temperature was 
101.8 degrees, did it “work correctly” 
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Example Hazard: Heating element of the 
Isolette continues to increase air temperature 
after reaching high-bound of temperature – to 
the extent that the infant’s body/health is 
damaged to due excessive heat. 

Hazardous 
Element (i.e., 
excessive 
temperature) 

Initiating 
Mechanism 



Fault 

!  Faults are defects or situations that can lead to failures.  
!  They may be quite small, such as a frozen memory bit, 

an uninitialized variable in software, or a cosmic ray 
ionizing its way through our embedded system.  

!  A fault may (or may not) lead to an error.  
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!  Fault is a root (phenomenological) cause of an error 
that can potentially result in a failure, i.e., an anomalous 
undesired change in the structure or data within a 
component.  

!  A fault may cause that component to eventually not 
perform according to its nominal specification and result 
in malfunction or loss of function, i.e., result in a failure. 

David Kalinsky, blog post "Architecture of safety-critical systems", August 23, 2005 

SAE AS5506/3 – AADL Error Model Annex  



Fault Examples 

!  The heating element (hardware) in the Isolette may work by 
running electricity through conductive material with a certain level 
of resistance.  A fault occurs when there is a crack or break in the 
conductive material so that electricity can no longer circulate and 
produce heat. 

!  The temperature sensor (hardware) of the Isolette may be based 
on a thermistor – a material whose electrical resistance changes 
with the temperature.  A bad transition between thermistor 
material and the electrical leads (e.g., melted or broked solder) 
may cause intermittant readings, no readings 

!  The thermostat logic (software) had a mistake in the conditional 
test that examines the temperature value and gives commands to 
the heating element. 

CIS 890 -- Safety Related Terminology 

Possible faults in the Isolette example 

http://us.flukecal.com/literature/articles-and-education/temperature-calibration/papers-articles/why-did-my-temperature-sen 



Error 

!  An error is a manifestation of a fault as an unexpected 
behavior within our system.  

!  It might be something like an incorrect result of a 
calculation or a mistaken value of a state variable.  

!  Errors may (or may not) lead to failure.  
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!  The difference between a computed, observed, or 
measured value or condition and the true, specified, or 
theoretically correct value or condition 

David Kalinsky, blog post "Architecture of safety-critical systems", August 23, 2005 

SAE AS5506/3 – AADL Error Model Annex  



Error Examples  

!  A difference between the value that the temperature sensor reports 
(e.g., 101.1 degrees) and the true temperature (e.g., 101.8 
degrees.) 

!  This may be due to a fault within the sensor or the difference may fall within 
the designed tolerance of the sensor 

!  A difference between the time in which the heater should be 
commanded to turn off and the time that it is actually turned off 
due to  

!  a software fault in the thermostat control logic (in this case, the “problem” is in 
the thermostat) 

!  An incorrect sensor value (in this, the “problem” is in the sensor, i.e., an error 
associated with a sensor problem has propagated and manifested itself as a 
timing error associated with the thermostat) 
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Possible errors in the Isolette example 



Failure 

!  A failure is a situation in which a system (or part 
of a system) is not performing its intended 
function.  
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David Kalinsky, blog post "Architecture of safety-critical systems", August 23, 2005 

!  Failure is defined as 1. termination of the ability of a 
product to perform a required function or its inability to 
perform within previously specified limits; 2. an event in 
which a system or system component does not perform 
a required function within specified limits. 
!  Note: Failure is determine relative to a particular specification 

SAE AS5506/3 – AADL Error Model Annex  



Failure Examples  

!  Component Failure: A difference between the value that the 
temperature sensor reports (e.g., 101.1 degrees) and the true 
temperature (e.g., 101.8 degrees.) 

!  This would be a failure if the sensor has a specified accuracy of +-.5 degrees 
!  This would not be a failure if the sensor has a specified accuracy of +- 1 degree 

!  Component Failure: The heater does not warm the air according to 
its specified rate of warming (e.g., +.5 degrees each minute) 

!  There may be many possible faults that can cause this failure 
!  The difference between the actual rate of warming and the specified rate of 

warming is the error 

!  System Failure: The Isolette does not maintain the air temperature 
within the target range according to specified tolerances 

!  This situation would not be a failure if the operation of the device does not 
conform to the system environment assumptions stated in the operations for 
use (e.g., the cover of the Isolette has been left open during operation) 
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Possible failures in the Isolette example 



Relationships Between Terms 
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David Kalinsky, blog post "Architecture of safety-critical systems", August 23, 2005 

“A low-level failure in some small part of a system can be viewed as a fault at 
another level, which can lead to errors at that level that can trigger failures that 
can themselves be viewed as faults at yet a higher level. If these faults are 
allowed to "avalanche" to system-level failures, they can lead to hazards that 
have the potential to threaten injury or loss of life.” 



Relationships Between Terms 
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Popovic and Vasic, “Review of Hazard Analysis Methods and Their Basic Characteristics”, FME Transactions (2008) 36, 181-187 

Note: These authors have a slightly different definition of fault and failure.  The 
authors state “…A fault is hence a state resulting from failure.”  This could align 
with our definitions if we view the fault as occuring at the “next level” in a 
system hierarchy (see previous slide).  Beware of differences in definitions! 



Reliability 

!  “the probability that a piece of equipment 
or component will perform its intended 
function satisfactorily for a prescribed 
time and under stipulated environment 
conditions.” [Leveson, Safeware, p. 172]  
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Safety vs. Reliability 

!  Consider a toaster than never toasts (a plane that never flies).   
!  The toaster/plane is very safe because it doesn’t harm any thing,  
!  …but it isn’t at all reliable because it doesn’t perform its intended 

function. 
!  Consider a toaster than always toasts your bread according to 

“specification”, but was built was combustible non-insulating 
material in the housing. 
!  The toaster is very reliable because it always toasts correctly 
!  …but it isn’t at all safe because 

!  …the operator could be burned due to the fact that non-insulating material was used 
in the housing 

!  …the toaster could cause a fire accident due to the fact the material is combustible 
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Safety and Reliability are not the same thing.  Safety addresses absence of accidents (loss 
causing events); Reliability addresses absence of failures (probability that the system 
performs its intended function). 



Verification and Validation 

CIS 301 --- Alloy - Airport Example 

Requirements/ 
Specifications 

System 

Customer 
Intent 

Requirements 
Development 

System 
Implementation 

Validation 

Verification 
Slogan: “Did we build 

the system right?” 

Slogan: “Did we build 
the right system?” 

Good system development involves two major types of “checks/assessments”: 
verification and validation.  In this course, we will discuss how both of these need 
to be addressed in the context of safety. 



Verification and Validation Examples 

!  Warming function 
!  We may write requirements that specify how quickly the Isolette warming 

function must respond to changes in temperature. 
!  We can verify in the lab (using testing instrumentation) that the Isolette 

warming function conforms to this specification 
!  We can validate through clinical trials that the specified response time is 

effective in practice for keeping a baby healthly  

!  Alarming function 
!  We may write requirements to specify how loud the “temperature out of range” 

alarm notification should be 
!  We can verify in the lab (using a decibel meter) that the specification is satisfied 
!  We can validate in a hospital that the specified decibel level will actually be loud 

enough to attract the attention of a nurse as she carries out her typical duties 
and not too loud to damage someone’s hearing  
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Verification and Validation in the Isolette example 



CIS 890 -- Isolette Example 
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